
ffij MsgRecNum 
^MADT 
MDDate 
r©tmie 
MDTZon* 
Sjarectory 
S_UserID 
||sj»asswrd im „.., 
Autikcde 

". 

£ SJ* 

SJ* 

SJSE 

i^SJ* 

sjpel.l 

S J=D3 

D.ltorW 

DJfrettory 



, AUtoNuitef. A urtgtjc mess^ r«wd number ^ 

biteHIn" Zrtesagnaf^d data and tine 

Date/Tine Message to be deflvercd an tfrs date 

".Date/Time"'"' ^ Message to be de»^^ 

; Text i Message delvery worldwide (toe zone 

text _ bVectory nana where dets&d informed etx^ found ' 

•Text ^Sender's usend (ercrptftd) 

^text „ '^Jmlafc passMorti I (eno^tad) _ 



DJ>P 

DJ=N 

■^D.FDl 
D_FD2_ 
D FD3 " 



Text 
"text 

Text 

text 

Text 

Text 

Text 
" Text ~" 

Text . 
" Te xt " 

text 

text 

Text 

text 
:Text 
^Text" ' 
"Text 
"text" 

text 
"Text" " 
"text' 

Text 
" Text 

Text 



IfenderS L «ihoriiabon cofe (enaqted) _ ^ 

""SendeW Rerj^ e-mail ~ 

ISmdyta MoWe PhmT '. 

Sender's Home Phone 
' SeridVsWoA Phone 
- Sender's tag* Mi 

Sender's Pager Modem Numb* _ 

: Sender's Pager e-mail "~ 

. SendaAFMNiiiibBr''" 

Sender^ Paty Plot e^mol 

Ser«^ 

'Sende^Futire Meaaaging Device 2^ _ 

"Sender's Rittte' Messaging Device 3* 

Destination Usertd ^ _ 

Dtectory norr» whore dotdtedlrf^ 
Defirjrufcon Regular o-fnal 

Destination Mobea Phone . . _ .. , _ 

_ Destination Horns Phone 

"'"Destirrtim WorkPhtro " 

Destination Pegw Pin 
^pesUnation Pager Motor) Nurrto™* ~..~Z... II "IZ1Z.Z"!! . 

OestfriabonPeger eirneJ 

Destination Fax NLmber 

Destinaton Pain Plot ©-rnaS 



Destination Future Massegng Oevra I 

D^rsUruton Future Mes&a^ig Device 2 _ _ 

Text Destination FifireMessa^^ 

SO^emaJ Text St atus of message swit via e^mef 

SO_MP text Status of messagssentto rocbtephone _ ______ 





SO hp 

soIwp",",' 

SOJFax 
SO.PPEM 

SO.FD1 '"1 1 „ 

s6"fd2 

5OJF03 

StandaroMsg 
TextMsg 



SoundMsg 
ForinatbBol'tag 



VkfeoMsg 
FW^aMscji 
^Futu-BMso2' 
FuturaMsg3. 
frdhgWoteeSound 

SDZone _1 " '_. ..^ 

5DOT 

Pricrty '.L 

Command 

CornmandHost 

AUtq&cataUon 

Aub&caladonlnterval . 

A^a£stabtt^j»tnes 



Text 
fexi"" 
text 
text 
Text 

tea* 

text 
" Text 

Text 
■Text 

text . 

Text 
"Text 
. Jext " 
"Text 
"Text 
' Text" 

Text 

Text 
.iText' ' 

Text 



Text 
Text" 
.Nunber 



Status ef nwsjwge sent to hpine phpipc 

^Satus of niies^ 

Stetus of_messaae p serit" to pager . . 

Status of" messaoal sent to fact mad*». . 

Status of message sent to pejm pkk 

Stafaaof massags ^sent to ft^edeviw 

Status of Dms^aQo tent to fiixire ids wix 

Status of message sent to Futtre device 

ir^Vafceorsw^'file " 

Standard (fixed) Te^-to^speedi message 

..;Messege 

Voice Recorded Message 

. Sotrid part of ths message 

tomatbsd mBssa9».fiiB such as M5 WOPI>j HTM., 'etc forTOtted ffas 

.&ac*(ap^ of the nnessage 

. VWbo i part of ^the message 

Message for hfturefnessaghg device 1 _ — 

Message f or futurernessaghg device Z 
" Message f or fuhiemesseghg devfea 3 

..WHalVootfte 

./Sd^edu^Destnat^Zpne,. ^„ 

Scheduled Desortabmbet^^ * 

""fticrtV"/ ~ 

Command text _ 

'Caimiandto execute on bSte'host * 

•Automatic Escalation. £M*J, laYeSj 2sSend to all messaghg devices at once 
. Ariernpt escafatjon in these many seconds 
. Retry escalabon these rnanytmes 




FIG. 2 




ID Fig_3_Sample_e-mail_Faji.lxl - Notepad 




Userid: 544413988 
Password: XX XX XX XX 
fluthCode: 987654321 

SendTo: MobilePhone s 2149998765, Enail=samttals@erosgtech.com, Fax=9729991234 f 
SendTo: UorkPhone«2148887766, Pager-1234567B9Q@alphapage.tfindFelt.com 
Server SRUB01 is not functioning properly. Please check as soon as possible. 
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To: sanualseensgtech.com 
From: Electronic Messaging Engines 
Subject: An important alert 

When responding back to this message uia the Renote Command Execution (RCE), please 
use the following message record number: 76884533 

This message uas sent to: 

NobilePhone=2149998765 p Email=sarouals@erasgtech .com, Fax*=972999123i* ( 
(JorkPhone=21<i8887766 , Pager»1234567890aalphapage . Windf elt .com 

Seruer SRUS81 is not functioning properly. Please check as soon as possible 
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